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Abstract

This technical walkthrough takes you through the process that end users would go through to obtain
and manage certificates in the Microsoft® Windows 2000® operating system. Advanced certificate

management using the Certificates Microsoft Management Console (MMC) shap-in is covered in a
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INTRODUCTION

This technical walkthrough takes you through the process that end users would go
through to obtain and manage certificates in the Microsoft® Windows®&2000
operating system. Advanced certificate management using the Certificates
Microsoft Management Console (MMC) snagin is covered in a separate technical
walkthrough.

Prerequisites
This technical walkthrough assumes the following environment:

You have installed Windows 2000 Professional build 1943 or later in a
Windows 2000 domain.
A Windows 2000 Certification Authority (CA) is running in the domain.
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CERTIFICATE This section explains how to view and manage certificates in your certificate ®res.
MANAGEMENT IN

WINDOWS 2000 Viewing Your Certificates

You may need to look at your certificates in the certificate stores (for example, you
want to find the list of commercial CAs you trust).

To view your certificates

1. Open Control Panel.

£3 control Panel = IEIILI
J File Edit View Favorites Tools Help |“

J g=Back - = - | i@ search [ Folders £ % History |%‘ Z > | Ed-
JAerESS I@ Cankrol Panel j 6>Go “Links

g L 5 ® & &8

Prinkers Scheduled
Control Panel Tasks

Metwork and Fonks
Dial-up Co...

= [

Users and Passwords

IManages users and their passwaords T - L
Administrative  Accessibility  Add/Remowve  AddfRemove  DatefTime
Tools Options Hardware ... Programs

‘Windows Update

Display Fax Falder Options Game Internet
Contrallers Options
E I B |
Kevboard Mail Mouse Phone and  Power Options
Moderm ...
® 2 ¢ &=
- =
- Fiveres
Regional Scanmers and  Sounds and System
Cptians Cameras Multirmedia
|D0ne | @ Local intranst 4

2. Double-click Users and Passwords. The Users and Passwords dialog box
appears.
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Users and Passwords ilil
Users | Advanced I

ou are logged on ag kelving on HTDEY,

U zers for this computer:

Usger Mame | [lomain | Group |

Add... | Remove | Fropertiez |

r— Pagaword for Administrator

To change the pazswaord for Administrator, click Set
FPassword.

Set Password.. |

[w]'s I Zancel | Apply |

3. Click the Advanced tab. The Advanced property page appears.

Users and Passwords ilil
Users Advanced |

r— Certificate b anagement

. |Jze cedificates bo pozitively identify pourzell, certification
autharities and publishers.

MHew Certificate. ..

— Advanced Uzer Management

The Local User Manager can be uzed to perform advanced

uzer management tazks,
Adwanced |
— Secure boot zettings

Itis recommended that you require uzers to press
Ctil-ak-Delete before logging on. Thiz ensures password
zecunty and helps pratect the system from harmiul programs.

W Require users ta press Chrkal-Delete before logging on.

(a4 Cancel Gpply

4. Click Certificates to start Certificate Manager.
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Certificate MManager ilii

Intended purpose: |<AII> j

Perzanal | Otker People I Intermediate Certification Autharities I Trusted Root Certification Alll_’l

lzzued Ta | |zzued By I E spiration ... | Friendly Mame |

i Smiith

Impart... Erpoit... Bemove Advanced... |

Certificate Intended Purpozes

Client Authentication

Wi |

LCloze

Certificates are organized into the following four categories. Each of the
categories is a separae tab within the Certificate Manager dialog box.

Personal. Certificates that are issued to you.

Other People. Certificates that are issued to other individuals or
companies.

Intermediate Certification Authorities Certificates that are issued to
certification authorities (CA). These certificates must verify up to a root
certificate in the Trusted Root Certification Authorities.

Trusted Root Certification Authorities Certificates that are issued by
root certification authorities that you trust explicitly.

4
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6. Double-click a certificate to view information about it. TheCertificate dialog box
is organized into three tabs:

General. Default view for seeing a certificate’s purposes.

2| x|

General | petails | certification Path |

=1 Certificate Information

Thiz certificate iz intended to:
+ [Guarantee your identity ba a remate computer

Issued to:  John Smith
lzsued by: PkiTestCa

Valid from 11/12/38 to 11/12/93

@ You have a private key that corresponds to thiz certificate.

|szuer Statement. . |
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Details. Displays the actual X.509 fields, extensions, and properties of a
certificate. You may also clickEdit Properties in this view. This allows you
to modify the Friendly Name and Description fields. You can also specify
what the certificate can be used for.

Certificate ilil
General Details |Certification Path |
show: TS - |
Field | Walue -
E‘Jersion W3
ESerial Murnber E6C3 07BD 0000 DEZ3
E Signature Algarithm md5R 54 i
E lssuer PkiTestCa, For Test ar Dema P...
E‘Jalid From Friday, 11 December, 1338 11:...
EVaIid To Saturday, 11 December, 1333 ..
ESubiect John Smith, PEL Microsoft, Red...
[E]Public Key RSA [512 Bits] =l
Edit Properties. .. | Copy ta File. . |
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Certification Path. Displays the certification path.

/x|

General | Detais ~Certification Path |

r— Certification path

PhkiTestCa

Smith

Wiew Certificate, . |

Zertificate status:

This certifizate iz QK.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Installing a Root Certificate

Windows 2000 has a number of preinstalled root certificates for various commercial
certification authorities. If you choose to use a commercial CA that is not installed,
you must install the CA root certificate to enable trust of any ertificates issued by
that CA. Installation of the CA root certificate may vary depending on the particular
CA. This example shows you how to install the root certificate for the Microsoft test
certification authority (available athttp://sectest.microsoft.com/certsry).

Note This CA is for demonstration purposes only.

Root certificates for Windows 2000 Certification Authorities in the same domain as
the client are installed automatically.

To install a root certificate

1. Connect to http://sectest.microsoft.com/certsrvusing Microsoft Internet
Explorer.

ARMicrosnit Cerlicate Server - Microsolt Intemet Explores = |o) x|
Fi= Edb ‘¥wr Foworkes Took  Help -
ek - = - 531 Y| Poewh (RFwoix ey | Dy Sbomf (5
Ecdress # hotpiflsschest o esoft, comboeet sl x| @ ||

Microsofis @

Certificate Server

Microsoft Certificate Server

@ Certificate Adwimiztration Log Deility

@ Certificate Aduiniztration Qacoe Btility

@ Certificate Server Docamentntion

al:lnm o intenet

2. Click the Certificate Enrollment Toolslink.
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N Certificate Enroliment Tools - Microsoft Internet Exglorar = |o) x|
Bl= Edt Yew Fawookes Tooh  Hdp -
| pEad « = - B [0 4| Pmewt (MFvwes By | L5 S (5]

T EEEIEE

HOME

Certificale Server

Certificate Enrol Ilment Tools

@ Install Certificate Autherity Certificates

@ Frocegz a Certificate Regquazt

@ Beguest a Client Authentication Certificate

097 by Microsoft Sorporstion. AT raghts reserved,

] ooee [ YT

Click the Install Certificate Authority Certificateslink.

|y |

Click the Certificate for SECTEST\PkiTestCA link.

From the File Download dialog box, selectOpen this file from its current
location. Click OK.

File Download il

You have chozen to download a file from this location,

... TEST_PkiTeskbiZa,cer from seckest, microsoft, com

What would wou like to do with thiz file?

& {ipen this file from it carent locatioré
£ Save this file to disk

IV Alwaps ask before opening this type of file

0k I Cancel More Info
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6. On the General tab, click Install Certificate.

20

General | petails | Certification Path |

@x’ Certificate Information

Thiz CA Root certificate iz not trusted. To enable
trust, install this certificate into the Trusted Root
Certification Authorities store.

lzzued to:  PkiTestCa

lszued by: PkiTestCa

Yalid from 20/1/358 to 20/1/03

i ifi | |ssuer Statement. . |

7. Click Next.

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certificates, certificate trusk
lisks, and certificate revocation lists From vour disk to the
certificate store,

What is a certificate?

A certificate is a confirmation of vour identity issued by a
certification authority, Certificates contain information
used to proteck data, or ko establish secure netwark
connections.

What is a certificate store?

A certificate store is a svskem area where certificates,
certificate trusk lists, and certificate revocation lisks are
stored.

Click. Mext ko continue or Cancel to

Cancel I
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8. By default, the Certificate Manager Import wizard will import root certificates
into the Trusted Root Certification Authorities certificate store. Root certificates

9.

must be in this certificate store to be trusted by the system. ClickNext.

Certificate Manager Import Wizard il

Select a Certificate Store

Certificate stores are system areas where certificates are stored,

Select the certificate store for the new certificates,

* Automatically select the certificate store bazed on the type of certificate

" Place all certificates into the following store

Cerbificate

< Back, I Mext = I Cancel

Click Finishto import the certificate.

te Manager Import Wizard il

Completing the Certificate Manager
Import Wizard

ou have successfully completed the Certificate Manager
Import wizard,

‘You have selected the following For the import operation:

Certificate Store Selected by wizard  Trusted Roaot Certific,
Content Certific.ate

< Back,

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Obtaining a Client Authentication Certificate from the
Microsoft Test Certification Authority

This example will show you how to get a client authentication certificate from the
Microsoft test certificate authority (available ahttp://sectest.microsoft.com/certsn)
using Internet Explorer.

Note This CA is for demonstration purposes only.

1. Go to http://sectest.microsoft.com/certsrv.

ARMicrosnit Cerlicate Server - Microsolt Intemet Explores o] x|
e KE3
| et - - 0 | Qs [urwwes (Guaw | G- o o o

dckdress (38 hetpiffosctest. nomsskt. combasrtsny. x| @ ||

Microsofis @

Certificate Server

. Microsoft Certificate Server

Certificate Aduimiztration Log Oeility

Certificate Aduimiztration Quene Btility

Certificate Enrollment Tools

Certificate Server Docamcntntion

2. Click the Certificate Enrollment Tools link.
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3. Click the Request a Client Authentication Certificatdink.

'a_r_'rl.i"i.ul.l.' Enraliment Tools - Ficrosoft Internet Exglicras ;IEI!’
|| e Bk ow Favoms Tooh b | w |
et e = - D f A D (aFwees Grawy |5 Do

| [rckdriss B hetpiiechect. riovmsoft, compCertry] Corterechdefau hin 2 P ||k

HOME

Microsofls
Certificale Server
Certificate Enrol lment Tools

@ Inetall Certificate Autherity Certificates

@ Frocegz a Certificate Regquazt

@ Beguest a Client Authentication Certificate

097 by Microsoft Sorporstion. AT raghts reserved, =l

Eun = | intern=t 4
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4. Complete the Certificate Enrollment Form.

'a_r_'rl.i"i.ul.l.' Server Encolmeent Form - Microsoil nternel Expio reér

|| B Bk o Faoim Tk e
| domad - = - @ (Y o} Dmeadh Gewws Jrawy |G- o N ()

=lolx|
[ =

Lﬁ::lir;n':_i@__:jmpuf}mm.mﬁmwmm:umu}@ x| @ ||ins
ROME -l
Certificate Sarver

Certificate Enrollment Form
|'I.l¢: |-J|:|h|| Smith
I]]'tnitlent: ‘iF'r.I
Fl.rgaiiza“tinl: |.h-l|i.|:rn-:ni’l.
Fitr:  [[Fecmand
|.;.:tata: s
F.:.iutu: :.|LI5 ..
|E -Hail: -||;:-hn$nil|-®-'mcu:-mt com|
R A T N T i P H A Al
Submi Fagquest | Adancer! | e |
2] e || | bt 4
5. Click Advanced to edit advanced options.

'a-*_'rl.i"i.ul.l.' Server Enfoliment Form - Miorosoft internet Explorer =|O] E’

|| Bl Gk e Faom Tk b | W |

| e - - D | Qs (rwene (Grawy |15 o 0

Lﬁ::lir;n':_i@__:jmpuf}mm.mﬁmwmm:udn:::_p x| @ ||ins

HONE F

Becrosofis
Certificate Server

Advanced Settings
Flease ensnvs that 1he CEP sapports tha saifing yen select,
for Spos: .
% Erchings Properires
ol TR [" mae Bxisting Key Set
[" write Cornificate tn CSF
A tgorithm: [” Zar Container Wame o
F amal [ Baport Private Eeys o Fils
©owa _F_ﬁ.“n- Feys tm ha Frporved
U T3 M cieate & 3P0 file
Nzage; |Cientsulhenicstion | =l
] e || | bt 4
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6. Within the list of Properties, select Allow Keys to be Exported

7. Inthis example, make sure the Microsoft Base Cryptographic Provider 1.0is
selected as the Cryptographic Service Provider (CSP).

8. Click OK to return to the Certificate Enrollment Form.
9. Click Submit Request.

10. Click Download.

“Rweb Server EnFoliment Pege - Microsolt Internet Explorer o [=1
Ei= Edt Ymr Fowootes Tools  Hep -
Pk v e - G [H A4 Piewd [HFeotx BHexy | Dhe S B85 (5]

EcdrEss 2 hotpiflsschess. monsof, comyC et vl Cer tEnrolceacoent asp 2l em | |Lps
HOWE

Microzofis

Certificale Server

Certificate Download

Your regquest has been successfully processed!

Flease click the Dowelosd botton to obtain yoor mew certificate.

| Cuowndoad =
Enn W intenet

11. If you have not installed the root certificate for tts CA, you will see the Root
Certificate Store dialog box. Click Yes to install the root certificate of the CA.

Root Certificate Store 3} LI

& Do you want ko ADD the Following certificate to the Root Store?

Subject : PkiTestCa, For Test or Demo Purposes Only, Microsoft: Corporation, Redmond, wWashington, US
Issuer : Self Issued

Time Yalidity : Tuesday, 20 January, 1993 through Monday, 20 January, 2003

Serial Mumber : 52430509 ANO01A9S 11019105 2087E0AD

Thumbprint {shal) | DESFEBES DC74AE? A FACASFIC FEFED3IC D157D3E4

Thumbptint {mdS) ¢ E92A1ASD 10404461 6CACAZEF 4E330ER0
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Changing a Certificate s Intended Purposes

You may want to limit the intended purpose(s) of a certificate because certification
authorities may choose to issue certificates without predefined intended purpose(s).
You will be shown how to modify the intended purposes of the root certificate of

Microsoft’s test certification authority (available at
http://sectest.microsoft.com/certsr).

Note This CA is for demonstration purposes only.

This example assumes you have downloaded the root certificate for this CA.

1.

Certificate Manager

Intended purpose:

Open Control Panel. Start Certificate Manager by double-clicking Users and
Passwords.

Click the Trusted Root Certification Authoritiestab and select PkiTestCa.

fied 3
f <> =l

Other F'enplel Intermediate Certification Authorities  Trusted Root Certification Autharities | 4 | PI

lzzued To | |zzued By I Ewpiration ... | Friendly Name |:|
[EZIMS CenSiv Test Gro... M5 CentSrv Test Grou.. 8410403 <MNones
=MD LIABILITY ACCE... MO LIABILITY ACCEP.. 74104 YerSign Time Sta...

ENTOEY_ROOT_C&  MTDEV_ROOT_CA 30/6/00 <Mone:

iT PRiT 2041403 <P
ERoot SGC ALtharity Foot SGC Autharity NA209 Microzaoft Roat 5. J
= Secue Server Certifi..  Secure Server Certifica... 741410 YerSign/RSh Se..
Thawte Perzonal Ba...  Thawte Personal Basic... 3112020 Thawte Perzanal ...
Thawte Perzonal Fre...  Thawte Personal Free...  31/12/20 Thawte Perzonal ...
Thawte Perzsonal Premi...  31/12/20

[E] Thawte Personal Pre... Thawte Personal ... ;i

Remowe

Advanced.. |

Imnpart.... | E=part...

Certificate Intended Purpozes

=MNone=

Yiew |

Cloze

Click View to look at the detailed information in the certificate.

16
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4. The Certificate Information is displayed on theGeneral tab.

2| x|

General | petails | certification Path |

=1 Certificate Information

Thiz certificate iz intended to:

* Guarantee your identity bo a remote computer

* Enzure zoftware came fram software publisher

* Protect software from tampering after publication

+ Enzure the content of e-mail cannot be viewed by others

* Protect e-mail from tampering LI

+ Guarantes the identity of a remate cormputer ﬂ

Issued to:  FkiTestCa

lzsued by: PkiTestCa

Valid from 20/1/38 to 20/1/03

|szuer Statement. . |
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Select the Details tab. Click

Certificate

General Details |Certification Path I

show: [EETRRRGGEGEGGG—— ~

Edit Properties.

Field | Walue |-

E‘Jersion W3

E Serial Mumber 5243 05C9 A000 1498 1101 9.

E Signature Algorithm mdBRSA

Elssuer PriTestCa, For Test or Dema P

E‘Jalid From Tuegday, 20 January, 199812,

EVaIid To tonday, 20 January, 2003 12:5...

E Subject PkiTestCa, For Test or Dema P...

[E]Public Key RSA [512 Bits] =l
Edit Properties. .. | Copy taFile... |

18
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Within the Certificate Properties dialog box, note that a root certificate may
contain information about its intended purpose(s). In this case, the root
certificate does not contain such information. Therefore, the system will assume

the certificate can beused in for purpose.

Certificate Properties ilil

General |

Friendly name:

Description: IE nter description

r— Certificate purpozes
' Enable all purpozes for this certificate
" Dizable all purposes for this certificate
" Enable anly the following purposes

Moke: ¥ou may only edit certificate purposes that are allowed by
the certification path.

[¥ Server Authentication
[¥ Client &uthertication
[7 Code Sigring

[¥ Secure Email

[# Time Stamping

[¥ Microsoft Trust List Signing
| L|_|

[Z Microscft Time Stamoina
1
Gdd Furpose... |
oK I Cancel |
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7. Select Enable only the following purposes

Certificate Properties 2l x|
General |
Friendly name: IEnter certificate name
Description: IEnter deszcription

r— Certificate purpozes
" Enable all purpozes for this certificate
" Dizable all purposes for this certificate
" Enable anly the following purposes

Moke: ¥ou may only edit certificate purposes that are allowed by
the certification path.

¥ Server Authentication

¥ Client Authentication

¥ Code Sigring

¥ Secure Email

¥ Time Stamping

W Microzoft Trust List Signing
‘F Microzoft Time Stampina

| ;IJ
Add Purpose... |

oK I Cancel |
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8. Uncheck all intended purposes except forCode Signing. Windows will only
use this certificate and any certificates that this CA issues for code signing (and
verification).

Certificate Properties 2l x|
General |
Friendly name: IEnter certificate name
Description: IEnter description

r— Certificate purpozes
" Enable all purpozes for this certificate
" Dizable all purposes for this certificate
" Enable anly the following purposes

Moke: ¥ou may only edit certificate purposes that are allowed by
the certification path.

[T Server Authentication

[ Client Authentication

¥ Code Sigring

[ Secure Email

[ Time Stamping

[ Microsoft Trust List Signing

™ Microsaft Time Starmoina ul
| | 3
Add Purpose... |

oK I Cancel |

9. Click OK to save the changes.
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Exporting Certificates
You may backup important certificates and the corresponding private keys, or move
them to another computer. To export certificates, do the following:

1.

Open Control Panel. Start Certificate Manager by double-clicking Users and
Passwords.

Select the certificate(s) that you want to export. You may select one or more
certificates.

Click Export to start the Certificate Manager Exportwizard. Click Next.

Certificate Manager Export Wizard _>ﬂ

Welcome to the Certificate Manager
Export Wizard

This wizard will copy certificates, certificate trust lisks
and certificate revocation lisks from the certificate stare
ko wour disk,

What is a certificate?

A certificate is a confirmation of vour identity issued by a
certification authority, Certificates contain information
used to proteck data, or ko establish secure netwark
connections.

What is a certificate store?

A certificate store is a svskem area where certificates,
certificate trust lisks and certificate revocation lists are
stored.

Click. Mext ko continue or Cancel to

< Back I Mext = I Cancel
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If one or more certificates that you are exporting have correspating private
keys in the system, you can choose to export the private keys with the
certificates.

Note You will only be able to export to a Personal Information Exchange PKCS#12 file if you
want to export the private key.

Certificate Manager Export Wizard il

Exzport Private Key with Cerlificate
Indicate if you wank to export the private key with wour certificate,

Private keys require protection, If wou wank to export the private key for the
selected certificate, wou will be required to enter a password on the Follawing page.

Do you veank to export the private key with the certificate?

* ez, axport the private ke

" Mo, do not export the private key

< Back, I Mext = I Cancel
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5. Select the export file formatand options. Click Next.

Certificate Manager Export Wizard

Certificate Export File Format
Certificates can be exported in a wariety of formats,

Select the Format yvou wank to
" DER encoded binany 2 509 [ CER]
" Bazefd encoded . 509 (.CER)
" LCruptographic tMessage Suntar Standand - PRES #7 Cetificates [F7E]
[T [nclude all certificates in the certfication path if possible

' Personal Information Exchange - PECS #12 [ FFx}

[ Include all certificates in the certification path if possible

¥ Enable strong protection [requires |E 5.0, NT 4.0 5P4 or above)

[ Delete the private key if the export is successful

< Back, I Mext = I

Cancel
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6. If the file specified is a Personal Information Exchange-PKCS #12 (*.pfx) file,
you will be prompted for the password. You will have to enter the password to
import the file later. Click Next.

Certificate Manager Export Wizard il

Password Protection for the Private Key

To mainkain security, the private ke is secret and must be protected with a
passward,

Enter a password to encrypt the private key wou are exporting,
Password:
fi
Confirm password:

< Back, I Mext = I Cancel
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7.

Enter the name of the file you want to export. Click Next.

Certificate Manager Export Wizard

Exzport File Name
Enter the name of the file that wou want bo export,

File name:

|| Browse. .. |

< Back, I Mext = I

Cancel

26
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8. To complete the export process, verify the choices you have made. Click

Finish to export to the file.

Certificate Manager Export Wizard _>ﬂ

Completing the Certificate Manager
Export Wizard

ou have successfully completed the Certificate Manager
Export wizard,

‘You have selected the following For the export operation:

File Mame c:vtempt
Export Keys Yes
Inzlude all certificates it the certification path Mo
File Format Persona
ki | il

Cancel I

Note You may also export a certificate by dragging the certificate from Certificate Manager to a

file folder or the desktop. Certificate Manager will export them as DER encoded X.509

certificates. You can override the default export format by clicking Advanced on Certificate

Manager.

Microsoft Windows 2000 Beta 3 Technical Walkthrough
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Importing Certificates
You may restore certificates and the corresponding private keys frona file. To
import a file, do the following:

1. Open Control Panel. Start Certificate Manager by double-clicking Users and
Passwords.

2. Click Import to start the Certificate Manager Importwizard. Click Next.

Certificate Manager Import Wizard _>ﬂ

Welcome to the Certificate Manager
Import Wizard

This wizard helps to copy certificates, certificate trusk
lisks, and certificate revocation lists From vour disk to the
certificate store,

What is a certificate?

A certificate is a confirmation of vour identity issued by a
certification authority, Certificates contain information
used to proteck data, or ko establish secure netwark
connections.

What is a certificate store?

A certificate store is a svskem area where certificates,
certificate trusk lists, and certificate revocation lisks are
stored.

Click. Mext ko continue or Cancel to

Cancel I
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3. Type in the name of the certificate file that youwant to import. Alternatively, you
may browse to find the file by clickingBrowse. Click Next.

Certificate Manager Import Wizard il

Select File bo Import

‘You can specify the file to be imported,

File name:

Browse. .. |

Mote: Mare than one certificate can be stored in a single File in the Following Formats:
Personal Information Exchange- PKCS #12 (.PFx,.P12)
Cryptographic Message Svntax Standard- PKCS #7 Certificates ( P7E)

Microsoft Serialized Certificate Store [L55T)

< Back. I Mext = I Cancel
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4. |If the file specified is a Personal Information Exchange-PKCS #12 (*.pfx) file,
you will be prompted for the password. Enter the password to import the file.
Click Next.

Certificate Manager Import Wizard il

Password Protection for Private Keys

Tao mainkain security, the private key is secret and must be protected with a

Please enter a password bo access this File,

assword;

[” Enable stong private key protection

[ Mark the private kep as exportable

< Back, I Mext = I Cancel
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The Select a Certificate Store page of the Certificate Manager Importwizard
allows you to specify the certificate store to import. By default, the wizard
imports certificates into the Personal, Intermediate Certification Authorities, and
Trusted Root Certification Authorities stores, depending on the information in
the certificates being imported. ClickNext.

Certificate Manager Import Wizard il

Select a Certificate Store

Certificate stores are system areas where certificates are stored,

Select the certificate store for the new certificates,

* Automatically select the certificate store bazed on the type of certificate

" Place all certificates into the following store

Cerbificate

Brovse:. I

< Back, I Mext = I Cancel
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6. The Completing the Certificate Manager Importwizard page contains
summary information about the file that you are importing. ClickNext to import
the file. The certificate(s) are now ready for use by the system.

x|

Completing the Certificate Manager
Import Wizard

ou have successfully completed the Certificate Manager
Import wizard,

‘You have selected the following For the import operation:

Certificate Store Selected by wizard  Autornatically Selecte
Content PR

File Mame c:htempha.phs

1 | 3|

Cancel I

Note You may also import a certificate by dragging the file from a file folder or the desktop to the list.
Certificate Manager will place the certificates into the Personal, Intermediate Certification Authorities,
and Trusted Root Certification Authorities stores, depending on the information in the certificates being
imported.
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FOR MORE
INFORMATION

For the latest information on Microsoft Windows2000 network operating system,
visit our World Wide Web site at http://www.microsoft.com/windows/server/ and the
Windows NT Server Forum on the Microsoft Network (GO WORD: MSNTS).

For the latest information on the Windows2000 Beta 3, visit the World Wide Web
site at http://ntbeta.microsoft.com.

Before You Call for Support

Please keep in mind that Microsoft does not support these walkthroughs. The
purpose of the walkthroughs is to facilitate your initial evaluation of the Microsoft
Windows 2000 features. For this reason, Microsoft canot respond to questions you
might have regarding specific steps and instructions.

Reporting Problems

Problems with Microsoft Windows 2000 Beta 3 should be reported via the
appropriate bug reporting channel and alias. Please make sure to adequately
describe the problem so that the testers and developers can reproduce it and fix it.
Refer to the Release Notes included on the Windows2000 Beta 3 distribution
media for some of the known issues.
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